FedConnect® Release Notes

Version 2.2

We are pleased to announce the release of FedConnect 2.2, which includes security updates related to FISMA and
FedRAMP.

The following security updates are included in FedConnect 2.2:

e Users are automatically deactivated in FedConnect after 90 days of inactivity;

e Audit logs are now available to view security related changes;

e Users are limited to one password change in a 24 hour period;

e Passwords now have a minimum length of eight(8) characters;

e Passwords must be changed every sixty(60) days;

e A password cannot be reused until 24 unique passwords have been generated; and

e Password complexity is now enforced by requiring at least one of each of the following:
o Special character,
o Uppercase letter,
o Lowercase letter,

o Number.

Note, all users will be prompted to reset their passwords upon initial login following the FedConnect 2.2 upgrade. The
new password must comply with the above security requirements.

Need Help
If you have any questions concerning this release, please contact the FedConnect Support Team.

Email: support@fedconnect.net
Phone: 1-800-899-6665

The FedConnect Support Center is staffed Monday - Friday 8 a.m. to 8 p.m., EDT, except Federal holidays.
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